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Exchange Online advanced threat protection
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Service architecture
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Safe attachments

» Protect against zero day exploits in email attachments by blocking messages
 Provides admins visibility into compromised users
* Leverages sandboxing technology
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Safe attachment—experience

safe attachments safe links

& https;//outlook.office365.com/ecp/SafeAttachment/EditSafeAttachmentPolicy.aspx?reqld= 1427150972917 & pw

+l/E

ENABLED. NAME
/] Safe Attachment Pol
v Default

Safe Attachment Policy - Block <

general

»iettingd

Help

Safe attachments unknown malware response

Select the action for unknown malware in attachments
Warning; These actions may cause significant delay to email delivery. Learn
more

© Off - Attachment will not be scanned for mahware,

Manitar - Continue delivering the message after malware is
detected; track scan results
® Block - Block the current and future emails and attachments

with detected malware.

0) Replace - Block the attachments with detected makware o
continue to deliver the message.

Redirect attachment on detection
the blocked or replaced attachment to an email address.

Enable redirect
Send the attachment 1o the following email address

admin@contosobankatp.onmicrosoft com

# Apply the above selectian if malware scanning for ot Al Unfead To me  Flagged
times eut or errer occurs.

LAST WEEK

IExchange Online Advanced Threat Protection <
Administrator Notification: Redirecting email with malvware

Postmaster
Undeliverable message

Exchange Online Advanced Threat Protection <

Administrator Notification: Redirecting email with malware
This message was created automatically by Exchange Online Advanced

Exchange Online Advanced Threat Protection <
Administrator Notification: Redirecting email with malware
This message was created automatically by Exchange Online Advanced.

Postmaster
Undeliverable message
This message was created automatically by mail delivery sofiware, Your,

Exchange Online Advanced Threat Protection <

Administrator Notification: Redirecting email with malware

This message was created automatically by mail delivery software. Your.

INBOX CONVERSATIONS BY DATE ¥

]
Sat 3721

This message was created automatically by Exchange Online Advanced .

sat3/21
sat3f21
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Fri 3/20

Fri 3/20
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Admin sets policy
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Administrator Notification: Redirecting email with malware

€REPLY

Exchange Online Advanced Threat Protection <advanced-threat-protection@protection.outlock.com>
Sat 3/21/2015 231 PM

To: MOD Administrator;

Limited time offering fr..
1zks

This message was created automatically by Exchange Online Advanced Threat Protection service
Malware was detected in the email included with this message as an attachment

From:Jeremyc@contosobankatp.onmicrosoft com
Tashobhits@contosobankatp.onmicrosoft.com
Subject:Limited time offering from Fabrikam
Date:3/21/2015 9:31:03 PM

The attached email or the attachment has not been delivered to the intended recipient(s). If it is opened, it might infect the computer with malware.
Please do not respond to this message, it is an unmonitored alias, For more information, please see http://go.microsoft.com /fwlink/?Linkld=526076,

Admin gets notification
if message is blocked
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Safe links

» Protect against sites with malicious content,
phishing sites

» Provides admins visibility into compromised users

 Rewriting the URLs to proxy them through
another server
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Safe links—experience

safe attachments safe links

& httpsy/outlook.office365.com/ecp/SafeLinks/EditSafelinksPolicy.aspxreqld= 142715103387 3&pwmcid=28&Re

+/arvE-e

ENABLED NAME
7] safe link policy-for ad
el Default

Help

safe link policy-for admin and Shobhit eurrsnannnnnnnnnnnn

- Select the action for unknown potentially malicious URL in messages
»settings P
applied 1o ® On - URL will be rewritien and checked against a list of known

malicious links when user clicks on the link
# Do not track user clicks
@ Do not allow users ta click through to eriginal LRL

Do not rewrite the following URLs:

|

ot

Admin sets policy

] Office 365

Users notified if
a malicious link is

.
EEEEsEEEsEEEdEEEEsEEEEEEEE

=i clicked in email
“‘—
Ao“‘ Microsoft

A This website has been classified as malicious.

www.spamlink.contoso.com

We recommend that you diose this web page and not coptinue to this website. Leam more about Malware

X Close this page.




Rich reporting and click trace

url trace

ted domains  remote d

omains connec

Url Trace Results

TIME OF CLICK (UTC)

3/23/2015 1:51

3/21/2015 91248 PM
3/21/2015 512114 PM
3/21/2015 805:19 PM
3/21/2015 £05:15 PM
3/21/2015 8:05:05 PM
3/21/2015 8,04:57 PM
3/20/2015 7:42:59 PM
3/20/2075 T:42:57 PM
3/20/2015 T42:54 PM

w | RECIPIENT URL

shobhits@contosobankatp.onmicro: hitp/fwwnw.bing.com

shobhits@contosohankatp.onmicrosaft. com nttpi/wwew spamlink contosa comy/

shobhits@contosobankatp.onmicrosoft com hittpy/ fwww bings corm

shobhits!

osobankatp.onmicrosaft.com hittpy/fwww.spamlink.contosa.com/

shobhits@contosobankatp.onmicrosaft.com hittp://wwn g.com

shobhits@contosobankatp,onmicrosoft com Httpdfwwew.spamlink contosa.com/

shobhi

ts@contosobankatp.onmicrosoft com hittp/ fwwrw.bing.comy/

advanced threat protection detection file types
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Demo

 Setup a less protect mail account (e.g. gg.com) to send out
ransomware file and link
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Demo - Attachment protect

Send a mail with ransomware to protected mailbox,

Block) the user

won't receive the mail but the admin will receive a remind mail

O m=m

File Edit View Favorites Jools Help

Office 365

2 https://outlook office365.com/owa/?realm=MOD9254 O ~ @& &

2 portal.office.com

& Mail - Katie Jordan - Outlook * =

Search Mail and People

~ Folders

Clutter

More

~ Groups

More

New
Online Marketin
Finance and Acc
New Products
Executive Corner
Contoso News
Project Manager

Engineering

Pl

Jel

@ New | ¥ [ Delete & Archive Junk | v

Inbox Al v

Yesterday ~

AAD Security & Health Status
Contoso MOD925425: Your Weekly Status 20

Hi, you are receiving this email because you are listed.

Sun 10:32 PM

Last week

Exchange Online Advanced T...
Administrator Notification: Redirecting email Fri 3/18

This message was created automatically by Exchange.

Calvin Kam (PPM)
1 have securely shared file(s) with you Fri3/18

The sender has protected the attachments with Micro.

Microsoft Azure Team
Azure free trial usage update Thu 3/17

Having trouble viewing this email? View as a webpag.

AAD Security & Health Status
Contoso MOD925425: Your Weekly Status 2

Hi, you are receiving this email beca

Sun3/13
sted,

you are |

user 01
RMS

From: Calvin Kam (PPM) [mailto:v-kwkam@microsoft

Sun3/13

Three weeks ago

Microsoft Azure Team
Fast-track your Azure apps with in-depth tre 3/5/2016

Havina trauhle viewina this email? View as 2 wehnan

Sweep Moveto vV  Categories vV e

Administrator Notification: Redirecting email with malware 2

. Exchange Online Advanced Threat Protection <advanced-threat-protecti
& 9 Replyall |V

To: [ Katie Jordan; v Fri 3/18/2016 11:16 PM

n Fw: test attachment v
101KB
Download ~ Save to OneDrive - Contoso MOD925425

This message was created automatically by Exchange Online Advanced Threat Protection service
Malware was detected in the email included with this message as an attachment

Frommshktest@qg.com
To:GarthF@MOD925425.onmicrosoft.com
Subject:Fw: test attachment
Date:3/19/2016 6:16:37 AM

The attached email has been delivered without the attachment(s) to the intended recipient(s).
Please do not respond to this message, it is an unmonitored alias. For more information, please see
http://go.microsoft.com/fwlink/?Linkld=526076.




Demo - Link protect

® \/i a AT P S e r\/i C e S reW rite S U S p i C i O U S | i n k i n https://na01.safelinks.protection.outlook.com/?url=https%3a%2f%2fwww.puaypail.com%2f&data=01%7c01

=< / 4 Mail - Garth Fort - Outloc x| []] Office365 x = X
€« C | & https://outlook.office365.com/owa/?realm=MOD925425.onmicrosoft.com&exsvurl=18l-cc=1033&modurl=08&path=/mail/inbox wl =
Y Bookmarks # [=Eonline B4R [L] ##-[01/108#i81% (] Calvin [] IT (] Ebook [ Forum (] Citrix (] Cityu (] hangyue [ Lulu (] FujiXerox [ Groupon [ lcon (] Wedding » [ Other bookmarks

Office 365 Outlook @ r

Search Mail and People 0O ® New |v [ Delete W& Archive Junk |v¥ Sweep Moveto v  Categories vV  ese 9 Undo
© Folders - Inbox All v
4 Favorites Today
Clutter 1
' PayPal
4 Garth Fort 821PM
From: Winnie Chu Sent: Tuesday, October 27, 2015 10..
> Inbox 95
Clutter 1 Calvin Kam (PPM)
ATP communication and resources available 816 PM
Drafts , M M
If you have further query, please contact me fof YO ur accou nt h as bee n | Im Ited
Sent Items
mshk
Uletedl Uomms : Your account has been limited until we hear 737PM
Junk Email From: "Paypal Support” <support@bedabox.com> Su..
Mk d As you've been informed previously, there will be changes to our Buyer Protection program, effective 26th
otes Yest
i September 2015. This is part of our security process and helps ensure that ?ay?al continue to be safer way to
AAD Security & Health Status buy online. While your account is limited, some options in your account won't be available.
theHince Anciive - Gaith Fart Contoso MOD925425: Your Weekly Status 2 Sun 10:32 PM
Hi, you are receiving this email because you are listed. Why my account access s limited.
We noticed some unusual log in activity with your account. Please confirm your account With Follow Step to
Calvin Kam (PPM) help us check that no one has logged into your account without your permission.
Reminder : Your account has been limited u Sun 3/20
From: Winnie Chu Sent: Tuesday, October 27, 2015 10 How to remove my limitation.

You can resolve your limitation by following these simple steps:

Joey Li 1. Log in Here
Paypal demo Sun 3/20 2. Provide the information assosiated with your account.
Joey Li Partner Chanel Development Manager, SMB 3. Submit Your Valid Addres On Your Paypal Account.
il 3. Submit Your Credit/Debit Card And Bank Account .
4. Submit your information as soon as possible, so we can solve it quickly
mshk

https://na01.safelinks.protection.outlook.com/?url=https%3a%2f%2fwww.puaypail.com%2f&data=01%7c01%7cwinchu%40064d.mgd.microsoft.com%7c12b9cde 105ad42d9864908d2da9 1948e%7¢72f988bf86f141af91ab2d7cd011db4a7%7c1&sdata=eks..




Demo - Access denied of malicious websites

 Each time access the link, Microsoft will pre-open the web site to
protect the zero attack / delay attack

4 Mail - Garth Fort - Outloc % / [ Office365 x \ ] office365 x | B Google Translate x - X
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] Office 365 Microsoft

A This website has been classified as malicious.

www.puaypail.com

We recommend that you close this web page and not continue to this website. Learn more about Malware

X Close this page.

Continue to this website (not recommended)
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